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RBI announces measures for enhancing security of Card Transactions

RBI has decided to improve user convenience and increase the security of card transactions as over
the years, the volume and value of transactions made through cards have increased manifold.
Therefore following announcements have been made by RBI:

1. At the time of issue / re-issue, all cards (physical and virtual) shall be enabled for use only at
contact based points of usage [viz. ATMs and Point of Sale (PoS) devices] within India. Issuers shall
provide cardholders a facility for enabling card not present (domestic and international)
transactions, card present (international) transactions and contactless transactions, as per the
process outlined below in para | of 3" point.

2. For existing cards, issuers may take a decision, based on their risk perception, whether to disable
the card not present (domestic and international) transactions, card present (international)
transactions and contactless transaction rights. Existing cards which have never been used for
online (card not present) / international / contactless transactions shall be mandatorily disabled
for this purpose.

3. Additionally, the issuers shall provide to all cardholders:

[.  facility to switch on / off and set / modify transaction limits (within the overall card limit, if
any, set by the issuer) for all types of transactions — domestic and international, at PoS /
ATMs / online transactions / contactless transactions, etc.

[l.  the above facility on a 24x7 basis through multiple channels - mobile application / internet




banking / ATMs / Interactive Voice Response (IVR); this may also be offered at branches /
offices.

[ll.  alerts / information / status, etc., through SMS / e-mail, as and when there is any change in
status of the card.

The provisions of this circular are not mandatory for prepaid gift cards and those used at mass transit
systems. Issuers and card networks may give wide publicity to the provisions of this circular. These
directions are issued under Section 10(2) of the Payment and Settlement Systems Act, 2007 (Act 51 of
2007) and shall come into effect from March 16, 2020.

Please contact for any query related to this mail to Ms Preeti Rajput, Research Associate at
preeti.rajput@phdcci.in with a cc to Dr S P Sharma, Chief Economist at spsharma@phdcci.in and Ms
Surbhi Sharma, Associate Economist at surbhi@phdcci.in, PHD Chamber of Commerce & Industry.
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COPYRIGHT: All rights reserved. No part of this publication/Release may be reproduced, distributed,
or transmitted in any form or by any means, without the prior written permission of the publisher.
For permission requests, write to the publisher.

DISCLAIMER: This message and its attachments contain confidential information. If you are not the
intended recipient , you are strictly prohibited to disclose, copy, distribute or take any action in
reliance on the contents of this information .E-mail transmission cannot be guaranteed to be secure
or error-free, as information could be intercepted, corrupted, lost, destroyed, arrive late or
incomplete, or contain viruses. The sender therefore does not accept liability for any errors or
omissions in the contents of this message, which arise as a result of e-mail transmission. If
verification is required please request a hard-copy version.



